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DISCLAIMER. THIS UNIFIED TESTING CRITERIA DOCUMENT
("DOCUMENT") IS FOR INFORMATIONAL PURPOSES ONLY. YOUR USE
OF THIS DOCUMENT AND THE INFORMATION PROVIDED HEREIN IS AT
YOUR OWN RISK. THE DOCUMENT IS PROVIDED ON AN "AS IS" AND
"WITH ALL FAULTS" BASIS. ACCESS CO., LTD, LG ELECTRONICS,
MOTOROLA, INC. (BY AND THROUGH ITS "MOBILE DEVICES BUSINESS"),
NOKIA CORPORATION AND ITS AFFILIATED COMPANIES, ORANGE SA
AND ITS PARENT COMPANY FRANCE TELECOM (FT) AND FT RESEARCH
AND DEVELOPMENT, SAMSUNG ELECTRONICS, SONY ERICSSON
MOBILE COMMUNICATIONS AB AND ITS AFFILIATED COMPANIES, SUN
MICROSYSTEMS, INC, AND VODAFONE GROUP SERVICES GmbH
(“INDUSTRY PARTNERS") DISCLAIM ALL EXPRESS OR IMPLIED
CONDITIONS, REPRESENTATIONS, AND WARRANTIES OF ANY KIND,
INCLUDING ANY IMPLIED WARRANTY OR CONDITION OF
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NONINFRINGEMENT. THE INDUSTRY
PARTNERS MAKE NO REPRESENTATIONS, WARRANTIES, CONDITIONS
OR GUARANTEES AS TO THE USEFULNESS, QUALITY, SUITABILITY,
TRUTH, ACCURACY OR COMPLETENESS OF THIS DOCUMENT. THE
INDUSTRY PARTNERS MAY CHANGE THIS DOCUMENT AT ANY TIME
WITHOUT NOTICE.
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1 Introduction
1.1 Purpose

This document defines Unified Testing Criteria for Java(TM) Technology-based
Applications ("Java Applications™) running on mobile devices utilizing the Java™ ME
technology. The document includes both MIDP 1.0, MIDP 2.0 and MIDP 2.1 and some
additional JSRs included in different manufacturers devices.

1.2 Scope

This document specifies testing requirements related to the operating characteristics of
a Java application that runs on mobile devices such as handsets. The tests are
organized by requirement category, such as usability, functionality, security, etc.

The testing is performed within a larger context. That is, some amount of pretesting will

have occurred and some amount of post testing will also occur. Both of these activities

have no bearing on the tests described within this document (except where pretesting
determines that certain JSR requirements are being violated, in which case the
application must be corrected before being submitted for post testing). This document
does, however, acknowledge the presence and the importance of pretesting and post
testing mobile applications.

The document does not address the following:

- Content censorship (i.e. assessment against standards for violence, gambling,
political messaging etc.) for the purpose of preventing the deployment or sale of an
application. Distribution, DRM etc.

- Testing requirements specific to a particular manufacturer’s (or network operator’s)
device, user interface, and standards (e.g. WAP) implementation.

1.3 Definitions, Acronyms, and
Abbreviations

All trademarks are acknowledged.

Acronym Definition

API Application Program Interface

DRM Digital Rights Management

Java™ ME Java™ Platform Micro Edition

MIDP Mobile Information Device Profile

OTA Over The Air

WAP Wireless Application Protocol

JSR Java Specifications Request

SKU (Stock Keeping Unit) means one build of an
application. In other words one JAD/JAR pair.

AC, ST, AL, UI, Please refer to Chapter 3.2

LO, FN, CO, PI,
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2 Testing Options

2.1 Normal Testing

In the document table of supported devices there are three concepts which should be
understood.

1) Device Group

a. A device group consists of a lead device and other similar devices in that
group.

b. These devices commonly have the same screen size and the same JSRs.

2) Lead Device

a. A selected device from the group, commonly the first one to be available in
the market.

b. Testing will be done on the lead device for the device group. Test houses
commonly only have access to the lead devices which are used in the
testing even if the application is targeting an other device in the device
group.

3) Platform

a. Device platforms are specified by the device manufacturers and consist of

multiple device groups.

Please refer to the Table of Supported Devices at: www.javaverified.com to find more
details.

The developer can submit applications in different ways. This reflects to the testing
which the application will receive.

1. Single Application Testing (one jad / jar pair)

a) One SKU targeting one device
e The full test criteria is used for the testing.
b) One SKU targeting multiple lead devices or multiple device groups.

e A full testis only required on one of the targeted lead devices per device platform.
The test house will select which lead device to use.

e The SKU must also be tested on the other targeted lead devices in that platform
but only with a reduced number of test cases.

2. Multiple Application Testing (multiple jad / jar pair)
e When submitting multiple SKUs for the same application title, at the same

submission, only one selected reference SKU per platform will go though full Java
Verified testing.

e Rest of the submitted SKUs will go though a limited number of tests.
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Basic Logic for the concept of limited number of test cases.

e The application must install OTA and start within 25 seconds. (AL1, AL2)

e The application must not crash or freeze (ST1)

e The application characteristics and declarations must be properly filled in (AC2, SE1)

e If a new language is tested all language tests must be used. (LO1-LO4)

e If a new phone is used the application must be able handle an incoming phone call
and an incoming sms. The response time and speed must also be tested (FN2, FN3,
FN12, FN13)

e If a new screen size is used the application graphics must be tested and the
application must be free of technical text errors (Ul1, LO4)

2.2 Examples

Example 1: One SKU targeting one device.
e The SKU must go though full Java Verified testing.

Example 2: One SKU targeting two devices in different device platforms.
e The SKU is tested with the full test criteria on the two devices.

Example 3: One SKU targeting two devices with the same screen size in different device
groups.
e The SKU is tested with the full test criteria on one of the devices; the test house
selects this device.
¢ On the second device only a limited number of test cases are used.
e Limited test cases:
o AL1, AL2
o ST1
0 FN2, FN3, FN12, FN13

Example 4: One SKU targeting two devices with different screen size in different device
groups.
e The SKU is tested with the full test criteria on one of the devices; the test house
selects this device.
e On the second device only a limited number of test cases are used including screen
size testing.
e Limited test cases:
0o AL1, AL2
o ST1
o0 FN2, FN3, FN12, FN13
o Ull, LO4

Example 5: Multiple SKUs targeting one device. Each SKU has a different language.
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e One SKU is tested with the full test criteria.

e Rest of the SKUs is tested with a limited number of test cases.
e Limited test cases:

AL1, AL2

ST1

AC2, SE1

FN2, FN3, FN12, FN13

LO1, LO2, LOS3, LO4

O O0OO0O0O0

Example 6: Two SKUs targeting two lead devices in the same platform with the same
screen size.

e One SKU is tested with the full test criteria; the test house selects the used device.
e The second SKU is tested with a limited number of test cases.

e Limited test cases:

AL1, AL2

ST1

AC2, SE1

FN2, FN3, FN12, FN13

O 00O

Example 7: Two SKUs in different languages targeting two lead devices in the same

platform with different screen size.

¢ One SKU is tested with the full test criteria.

e The second SKU is tested with a limited number of test cases including language
and screen size testing.

e Limited test cases:

AL1, AL2

ST1

AC2, SE1

FN2, FN3, FN12, FN13

LO1, LO2, LO3, LO4

ull

O O0O0OO00O0

Example 8: Eight SKUs targeting eight different lead devices in two different platforms.

e Two SKUs, one for each platform, is tested with the full test criteria.

¢ Rest of the SKUs are tested with a limited number of test cases where some
including screen size testing.

e Please refer to the table below for details.

SKU | Device | Lead Screen | Language | Ref | All Localization | UI1 | Phone | “Base”
Group | Device | Size App | Tests | tests* Tests** | Tests***

1 Plat1 | A 240*320 | ENG, X X
SWE, FIN

3 Platl B 240*320 | ENG, X X
SWE, FIN

4 Platl C 176*220 | ENG, LO4 X X X
SWE, FIN

5 Platl D 176*220 | ENG, X X
SWE, FIN

6 Platl E 320*240 | ENG, LO4 X X X
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SWE, FIN

7 Platl F 320*240 | ENG, X X
SWE, FIN

8 Plat2 G 320*240 | ENG, X X
SWE, FIN

* X means full localization test according to localization chapter.
** EN2, FN3, FN12, FN13 — Tests to conduct when a new phone model is used for testing.
*** AL, AL2, ST1, AC2, SE1 — Test to conduct on all SKUs.

Example 9: A whole application title of 25 SKUs is submitted, for devices from three

different manufacturers. Each SKU includes five languages (so called EFIGS set).

e The 25 SKUs are divided as follows:
o0 10 to manufacturer A, 3 different platforms: X (5SKUs), Y (3SKUs) and Z

(2SKUs)

o 10 to manufacturer B, 2 different platforms: A (5SKUs) and O (5SKUSs)
o 5 to manufacturer C, targeting to 5 different devices. No platforms are

specified for these devices.

e Please refer to the table below for details.

SKU | Device | Lead Screen | Language | Ref. | All Localization | UI1 | Phone | “Base”
Group Device | Size App. | Tests | Tests* Tests** | Tests***

1 PlatAX | A 128*128 | EFIGS X X

2 PlatAX | B 128*160 | EFIGS LO4 X X X
3 PlatAX | C 96*65 EFIGS LO4 X X X
4 PlatAX | D 208*208 | EFIGS LO4 X X X
5 PlatAX | E 240*320 | EFIGS LO4 X X X
6 PlatAY | F 128*160 | EFIGS X X

7 PlatAY | G 240*320 | EFIGS LO4 X X X
8 PlatAY | H 208*208 | EFIGS LO4 X X X
9 PlatAZ | | 240*320 | EFIGS X X

10 PlatAZ | J 208*208 | EFIGS LO4 X X X
11 PlatBA | K 128*160 | EFIGS X X

12 PlatBA | L 176*220 | EFIGS LO4 X X X
13 PlatBA | M 240*320 | EFIGS LO4 X X X
14 PlatBA | N 208*320 | EFIGS LO4 X X X
15 PlatBA | O 640*800 | EFIGS LO4 X X X
16 PlatBO | P 128*160 | EFIGS X X

17 PlatBO | Q 176*220 | EFIGS LO4 X X X
18 PlatBO | R 240*320 | EFIGS LO4 X X X
19 PlatBO | S 208*320 | EFIGS LO4 X X X
20 PlatBO | T 640*800 | EFIGS LO4 X X X
21 ManufC | U 176*204 | EFIGS X X

22 ManufC | V 240*299 | EFIGS X X

23 ManufC | X 176*205 | EFIGS X X

24 ManufC | Y 240*300 | EFIGS X X

25 ManufC | Z 176*205 | EFIGS X X

* X means full localization test according to localization chapter.
* EN2, FN3, FN12, FN13 — Tests to conduct when a new phone model is used for testing.
¥ AL1, AL2, ST1, AC2, SE1 — Test to conduct on all SKUs.

Unified Testing Criteria
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2.3  Stub Application Tests

A stub application can be submitted for Java Verified testing and will go though only a
limited number of tests. See, Stub Application Tests at section 5.

2.4  Retesting An Application When It Has
Failed The Previous Test Round

If an application has failed testing it can be submitted for retesting. During the retesting
only previous failures will be checked. See retesting section in this document.

2.5 Retesting An Application With
Manifest File Changes

If an application has previously been tested and is resubmitted with only changes in the
Manifest file only a number of limited tests will be performed. Se retesting section in this
document.
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3 Test Case Organization

3.1 Organization

The manual test cases, which follow this section, are organized into ten different
categories:

e Application Characteristics
Stability
Application Launch
User Interface Requirements
Localization
Functionality
Connectivity
Personal Information Management
Security

These categories cover applications using MIDP 1.0, MIDP 2.0, MIDP 2.1 and additional
JSRs.

3.2 Test Category Descriptions

Application Characteristics (AC) — Information about the application is provided to
help the test houses in the testing work.

Stability (ST) — Focusing on the application being stable on the device.

Application Launch (AL) — Once an application is loaded it must start (launch) and
stop correctly in relation to the device and other applications on the device.

User Interface (Ul) - The intent is to not specify exactly how to design a user interface
but rather to give general guidelines. It is expected that publishers and network
operators will further define the look and feel of an application's user interface to make it
more in conformance with their overall look and feel.

Localization (LO) - Applications that are to be deployed to localities other than their
point of origin must account for changes in language, alphabets, date and money
formats, etc.

Functionality (FN) - Documented features are implemented in the application and work
as expected. Sources for the information are user manuals, formatted application
specification documents and online documentation.

Connectivity (CO) - If an application has communication capabilities then it must
demonstrate its ability to communicate over a network correctly. It must be capable of
dealing with both network problems and server-side problems.

Personal Information Management (PI) - The application accessing user information
needs to be able to do it in an appropriate manner and not to destroy the information.
Security (SE) - Listing different security related issues tested from the applications.
Retesting (RE) - Tests specific to retesting only.
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3.3 Pass/Fail Conditions

It is expected that an application must pass all the tests in each test category to be
successful. Each test has an equal rating, so no scoring system is needed.

3.4 Test Report

For each report the following in formation must be available:
The name of the developer

The name of the application

The version number of the application

Date of the report

Device used for testing

Device firmware version

For each error reported in the report the following information must be available:
e Description of the error
e Reproducing rate of the error: Systematic, Random (if random try five times, then
the result can be X out of 5), Once
e Location of the error in the application
e Steps to reproduce the error
e Potential error messages displayed
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4 Tests

The tests are organized by test category. A description of the categories can be found in
section 3.2.

4.1 Prerequisite for Testing: Application
Characteristics

For the testing to be comprehensive enough and to save testing time the developer
must be able to provide the information introduced in this chapter about the application
functionality.

A. Flow of the application

Name of each section
Description of each section
How to get to each section
Where to go from each section
Where passwords are used

agrwbnE

The flow diagram must be provided in a JPG or GIF format. The application flow should
be readable to the human eye and in an easily understandable form. An example can be

seen below.
Start

l

Splash screen

Main menu
-New game
- -Seftings Exli
AEmaeme, -High Scores :
-Help
-Euxit
5 S lng 3 = Help ¢
laze l TBack i 1 ] Back l
Mew game Settings: Help E xit
(Game playarea) -Sound volume Jon / High scores -Descrption ofthe cl
M -Pause = |off -Upload to server application t-heoses
-Close -wibra on foff -Bachk to main menu -Function ofthe ke ys an plication
-Game ower -Back -Backto Main Menu FR

Hlgh Score upload using HTTF

Fause | Conlnue Game ouer

Pause :

L | (Gameonpause) L] Game over lg!gh ECOFE SErVer

-Continue the game Screen DR YY ZTT NV
-Cloze
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For supplying the following information a separate form will be available.

B. Connections:
1. Does your application create any connections or send messages? Yes / No
a. If yes write down the phone number where
i. Voice calls are made
ii. SMSs are sent
iii. MMSs are sent

2. Does your application send e-mails? Yes / No
a. If yes, which e-mail address

3. Does your application create any HTTP connections? Yes / No
a. If yes which URL'’s are used
b. Is encryption used in the connection? Yes / No

4. Does you application use push registry?
a. If yes please specify what functions are used:

Push feature Jad / MANIFEST value Static | Dynamic

(sms, mms,
auto-start, etc.)

OO O o
OO O o
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C. Accessed data:
1. Does your application access files or record stores existing in the device at the
time of installation? Yes / No
a. Ifit does, list of all files and record stores, which are not created by the
application or provided by the application but are used by the application
for example a calendar and information why such data is used
2. Does your application use or create any data? Yes / No
a. Ifit does, list of all data used or created by the application

D. Branding:
1. Does your application use any advertising? (For example, state if your rally game

has adverts of different companies displayed next to the track or if you are using
a branded picture on your calendar application.) Yes / No
a. If yes. Which brands are used and in which part of the application

2. If the logos or trademarked information of corporations are used in the application
then the appropriate rights to use them must have been granted to the developer
by the respected owner of the trademark.

3. Does your application use the Java Powered logo? Yes / No

E. Retesting:
1. The application does not have any added or changed functionality in the version

sent to the retests. Yes / No / Not Applicable

2. Are you submitting an application to be retested on an alternative device? Yes/No
a. What is the version number of your application that has been previously
tested?

3. Are you submitting an application to be retested due to Manifest file changes?

Yes/No
a. What is the version number of your application that has been previously
tested?
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F. Declarations:

1. Does your application override system or virtual machine generated security
prompts or notifications or deceive the user by displaying misleading
information just before a security prompt is shown to the user? Yes / No

2. Does your application simulate security warnings to mislead the user? Yes /
No

3. Does your application simulate key-press events to mislead the user? Yes /
No

4. Does your application run in the sandbox environment and not exploit any
malicious means of exiting the sandbox environment? Yes / No

5. List below all permissions that the MIDlet suite under test is requesting via
MIDlet-Permissions and MIDlet-Permission-Opt attributes of the JAD and
Manifest file.

MIDlet-Permission List MIDlet-Permission-Opt List

6. Does your application use system.properties? Yes / No
o If YES please declare all the properties in full below:
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AC1 Application flow

Test Description

The information in the flow of the application must be provided according to the

application specification.

Steps to conduct the test

1. Open the flow of the application
document

2. Read it through and observe that it has
all the required bits of information.

Expected Result

-Each section is named with a descriptive
name.

-Each section has a description of the
functions it holds.

-The flow on the chart displays how to
enter to each section, how to get out from
the section and where can the user enter
from each section.

-Possible password usage is also
indicated in a section.

Notes

Exceptions

PASS [ ]

FAIL] ]

PASSED WITH EXCEPTION|[ |

Unified Testing Criteria

Version 3.0
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AC2 Application information

Test Description
The application characteristics document must be properly filled.

Steps to conduct the test Expected Result
1. Open the application characteristics -The document is available
document -All the sections of the document has been

2. Read it through and observe that it has filled in and questions are answered
all the required bits of information.

Notes Exceptions

PASS [ ] FAIL[ | PASSED WITH EXCEPTION|[ |
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4.2  Application Behaviour During Test

ST1 ‘ Application stability ‘

Full Description

The application must not crash or freeze at any time while running on the device.

Steps to conduct the test
1. Observe the application behaviour during
the testing

Expected Result

-The application must not stop the user
experience unexpectedly without any user
input.

Notes

-During any time of the testing observe the
application behaviour

-The report must indicate if the error can be
reproduced or not

Exceptions

PASS [ | FAIL[ ]

PASSED WITH EXCEPTION[ ]
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ST2

\ Power Consumption (Observation Only)

Full Description

The application does not consume battery excessively.

Steps to conduct the test

1.

2.

3.

4.

5.

Check that the terminal’s
battery is full

Perform the tests described in
the present document (Java
Verified Unified Testing
Criteria)

Check the battery level after
finishing the tests

Verify that the battery level has
not decreased radically.
Record the result of the
observation in the test report.

Expected result

- The battery level has not decreased radically

- A decrease of 20% of the initial charge is
acceptable.

Notes

- This is not a requirement but an
observation, i.e. the result of this
test does not have an effect on
the overall pass/fail verdict, but
will be documented in the test
report

- The goal of this observation is to
draw attention to and spot
potential issues with battery
consumption early on

Exceptions

PASS [

PASSED WITH EXCEPTION [

Unified Testing Criteria
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4.3 Application Launch

AL1 ‘ Application Installation

Test Description
The application must install via OTA

Steps to conduct the test Expected Result
1. Open the browser application of the -The application installs to the device
device -The icon for the application can be found

2. Type the URL of the application JAD file | from the device
3. Connect to the typed URL
4. Accept the installation of the application

Notes Exceptions
If errors occur at installation time, If the device does not display the icon,
corresponding messages must be reported | then the user must be able to start the
by the test house in the test report. application using other means.

PASS [ | FAIL[ | PASSED WITH EXCEPTION[ |
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AL2

Test Description

Application must start properly in 25s.

Application start up

Steps to conduct the test Expected Result
1. Find the application icon and select it -The application starts in 25s or less, this
2. "Press a button” on the device to launch | is the time between steps 2 and 4
the application -No error messages are displayed
3. Observe the application launch In the -The application appears to function
timeline defined properly
4. The application should have displayed a
main menu or interactive menu such as
language selection screen where the use
of the application can be started
5. Use some of the application features
Notes Exceptions
If launch time errors occur, corresponding
messages must be reported by the test
house in the test report.
This test does not take into consideration
the different screens displayed between the
"button press" and the display of the main
menu of the application. For example
branded splash screen.
PASS [ ] FAIL[ | PASSED WITH EXCEPTION[ |

Unified Testing Criteria
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4.4  User Interface

ull ‘
Full Description

Graphic clarity

All graphics and animations displayed must be readable and clear to the user.

Steps to conduct the test
1. Launch application in target language
2. Check graphics appearing in
a) Splash/Title/Logo/Loading Screen
b) Main Menu and all its subsidiary
menus
c) Help/instructions Screen(s)
d) About screen
e) Application Pause Menu and all its
subsidiary menus (if present)
3. Repeat steps 1 and 2 for each language
version of the game

Expected Result

-The application must utilise the full screen
size available to them, applicable to the
target device.

- If device's screen orientation can be
changed during application execution (e.g.
from portrait to landscape mode) the
application must adapt its appearance
accordingly, so that the requirement above
is still met

- There should be no event in the defined
areas of the application that would prevent
the user from understanding the
functionality of the application.

For example: a graphical display issue
including but not necessarily limiting to the
following: overlapping graphics, colour
conflict, images truncated and/or displayed
incorrectly

Notes

-The test house will perform the test as
specified above.

-The developer must ensure that this
requirement is fulfilled throughout the
application.

-Definition of full screen may vary from
device manufacturer to manufacturer. For
example, the status bar at the top of the
screen may remain during full screen mode
display.

- This test should be run in Portrait mode for
all devices. For devices which support
Landscape mode, Steps 1 and 2 should be
run a second time in this mode.

Exceptions
- Step 2(a) is omitted where the

application does not have this screen.

PASS [ ] FAIL[ ]

PASSED WITH EXCEPTION[ |

Unified Testing Criteria

Version 3.0
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ul2 Ul consistency

Full Description
The user interface of the application must be consistent throughout the application

Steps to conduct the test Expected Result
1. Start the application -The actions are sequenced in the same
2. Use the application in the following way throughout the application
areas: -The application uses the same terms for
a) Splash/Title/Logo/Loading Screen the same things throughout the application
b) Main Menu and all its subsidiary -The soft key functionality is the same
menus throughout the application (for example
c) Help/instructions Screen(s) “Back” is always set for the right soft key)
d) About screen -The vibration is used for similar cases
e) Application Pause Menu and all its -The same sound is not used for different
subsidiary menus (if present) purposes
3. Observe the consistency of: -Two commands with different title must
a) Common series of actions not execute the same action (for example
b) Action sequences close and exit both close the application)
c) Terms -Two different actions must not be named
d) Layouts with a same title (for example exit must be
e) Soft key definitions used to exit the application to the devices
f) Use of vibration and not to exit the application to the Main
g) Sounds Menu, back could be used instead)

-There are no menu orphans

-The menu items open the functionality or
option which is specified in the menu (for
example selecting settings will open
settings and not help)

Notes Exceptions
- Observe the consistency of the application

through the testing

-The test house will perform the test as
specified above.

-The developer must ensure that this
requirement is fulfilled throughout the
application.

PASS [ | FAIL[ ] PASSED WITH EXCEPTION|[ |
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ulI3 Browsing through the application

Full Description
The browsing through the application and inputting information must be clear and without
unnecessary steps.

Steps to conduct the test Expected Result

1. Start the application - Every user navigation/browsing

2. Use the application in it's following areas: | interaction (button, menu item etc) must
a) Splash/Title/Logo/Loading Screen link directly to the screen or function
b) Main Menu and all its subsidiary described by the interaction label. There

menus must be no intermediate screen or

c) Help/instructions Screen(s) function. For example, a button with a
d) About screen ‘Help’ label must link directly to the Help
e) Application Pause Menu and all its screen.

subsidiary menus (if present)
3. Observe the application behaviour

Notes Exceptions
-Use the application functionality map to

help out to locate the right places

-The test house will perform the test as
specified above.

-The developer must ensure that this
requirement is fulfilled throughout the
application.

PASS [ | FAIL[ | PASSED WITH EXCEPTION|[ |
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4.5 Localisation

Specifications:

1. Multilanguage applications

In case the application JAD/JAR pair incorporates several languages, the application will
be tested using English by default (or any other language if English is not present). For
all other languages of the same application only the test LO1 will be performed.

2. Single language applications
For any application JAD/JAR pair using only one language the entire criteria will be
performed.

For other areas of the application, developers are responsible to ensure that all

localisation criteria are respected throughout the application. Java Verified reserves the
right to revoke approvals granted to any application that does not meet these criteria.
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LO1
Full Description

Localisation boot test

Text present in the localised version of the application must be translated in the targeted

language.

Steps to conduct the test
1. Launch application in target language
2. Check text appearing in
a) Splash/Title/Logo/Loading Screen
b) Main Menu display
3. Exit the application
4. Repeat steps 1, 2 and 3 for each
Language version of the application

Expected Result

-The Main Menu is displayed

-Text is displayed in the target language
only

Notes

-This test is not checking for spelling errors
or bad translation but rather to confirm that
the appropriate language is displayed for
each language version of the application
(i.e. only French translations appear in the
French version of the application).

-Test houses will only check that the
targeted language is appearing from loading
the application to the display of the main
menu.

-An error will be reported if an entire screen
is displayed in a different language than the
targeted one.

Exceptions

PASS [ | FAIL[ ]

PASSED WITH EXCEPTION[ ]
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LO2
Full Description

Translation accuracy

In every language of the application, all text must be translated with respect to the

application and the targeted language.

Steps to conduct the test
1. Launch application in target language
2. Check text appearing in
a) Splash/Title/Logo/Loading Screen
b) Main Menu and all its subsidiary
menus
c) Help/instructions Screen(s)
d) About screen
e) Application Pause Menu and all its
subsidiary menus (if present)

Expected Result

- No incorrect translations as defined in
the notes must be present in the defined
areas.

Notes

-The test house will perform the test as
specified above.

-The developer must ensure that this
requirement is fulfilled throughout the
application

-An error will be reported only if an entire
sentence is not translated in the targeted
language

-A single word which is not translated
properly will not result in an error

Exceptions

PASS [ | FAIL[ ]

PASSED WITH EXCEPTION[ |
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LO3 Spelling errors ‘

Full Description

The application must be free of spelling errors.

A spelling error is defined as a strict mis-spelling of a word (no grammar or punctuation
rules will be applied). Missing diacrits and accents (e.g. acutes, cedillas, umlauts etc) will
not be reported as spelling errors.

Steps to conduct the test Expected Result
1. Launch application in target language - No spelling errors must be present in the
2. Check text appearing in defined areas.

a) Splash/Title/Logo/Loading Screen

b) Main Menu and all its subsidiary
menus

c) Help/instructions Screen(s)

d) About screen

e) Application Pause Menu and all its
subsidiary menus (if present)

Notes Exceptions
-The test house will perform the test as -For English language, US way of spelling
specified above. is acceptable.

-The developer must ensure that this
requirement is fulfilled throughout the
application

PASS [ ] FAIL[ | PASSED WITH EXCEPTION[ |
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LO4 Technical text errors

Full Description

The text in the application must be clear and readable.
The application must be free of technical text display issues such as: Text cut off / Text

overlapping.

Steps to conduct the test
1. Launch application in target language
2. Check text appearing in
a) Splash/Title/Logo/Loading Screen
b) Main Menu and all its subsidiary
menus
c) Help/instructions Screen(s)
d) About screen
e) Application Pause Menu and all its
subsidiary menus (if present)

Expected Result

- All text located in the specified areas is
displayed without technical display issues
that prevent legibility.

Notes
-The test house will perform the test as
specified above.
-The developer must ensure that this
requirement is fulfilled throughout the
application
-All text in each target language is displayed
without corruption, distortion or other display
problems. Examples may include:
a) Menu item text labels incorrectly
aligned with cursor
b) Button text label over-running the
button area
c) Text over-running other bounded text
display areas (e.g. speech bubbles,
user interface elements etc)
d) Text not wrapping at the edge of the
screen resulting in words being cut off
e) Multiple pieces of text overlapping
each other
f) Text must not be cut horizontally

This text will autcdestruct in & seconds

-

Thic tovt il cudadachird in R coranrde

Exceptions

PASS [ ] FAIL[ ]

PASSED WITH EXCEPTION[ ]
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4.6  Functionality

FN1 ‘ Application hidden features

Full Description

The application does not introduce any hidden features, its functionality set is consistent
with the help and it does not harm the data on the device.

Steps to conduct the test
1. Install user’s personal data to the

device

(for example calendar, contact, to-do,
images, text files, documents, etc.)

2. Start the application
3. Familiarise your self with the help

file

4. Use the application and all of its features

for a time period of 15 minutes

5. Compare the application functionality
map to the features you find and what is

in the help file.

Expected Result

-All the features are introduced in the
Help, the application has no hidden
features

-The data inserted to the device has not
been corrupted

-The phone bill (or log) does not show any
additional communication

-The phone bill (or log or data GPRS
counter, if applicable) does not show an
excessive amount of transferred data
-The other applications in the device must
run as they did before application
installation

Notes

-The test house will perform the test as

specified above.
-The developer must ensure that this

requirement is fulfilled throughout the

application

Exceptions
-Cheat codes

-Unlocking the application, for example
from demo version to a full version.

PASS [ ]

FAIL[ ]

PASSED WITH EXCEPTION[ ]
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FN2
Full Description

External incoming communication — voice call

The application can handle incoming communications

Steps to conduct the test

1. Start the application

2. In the following locations of the
application:

a) Main menu

b) Application in use

c) In use pause state (if applicable)
Make an incoming call to the device
Observe the application behaviour

A w

Expected Result

-When the incoming communication enters
the device the application goes into pause
state, after the user exits the
communication, the application presents
the user with a continue option or is
continued automatically from the point it
was suspended at

otes
-The developer is encouraged to use the
available APIs the pause and continue
methods.
-S60 devices may close the Java application

if there is not enough RAM.

Exceptions
-Not required for applications where the

immediate user intervention is not needed
(for example timer application)

PASS [ ] FAIL[ ]

PASSED WITH EXCEPTION[ |
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FN3
Full Description

External incoming communication — SMS

The application can handle incoming communications

Steps to conduct the test
1. Start the application
2. In the following locations of the
application:
a) Main menu
b) Application in use
c) In use pause state (if applicable)
3. Send a SMS to the device
4. Observe the application behaviour

Expected Result

-When the incoming communication enters

the device the application must at least

respect one of the following:
a) Go into pause state, after
the user exits the
communication, the
application presents the user
with a continue option or is
continued automatically from
the point it was suspended at
b) Give a visual or audible
notification

-The application must not crash or hang.

Notes

-The developer is encouraged to use the
available APIs the pause and continue
methods.

-S60 devices may close the Java application
if there is not enough RAM.

Exceptions
-Not required for applications where the

immediate user intervention is not needed
(for example timer application)
-Panasonic X400, X60

PASS [ |

FAIL[ ]

PASSED WITH EXCEPTION[ ]

Unified Testing Criteria

Version 3.0

Page 33 of 89




FN4 External incoming communication — MMS

Full Description

The application can handle incoming communications

Steps to conduct the test

1. Start the application

2. In the following locations of the
application:
a) Main menu
b) Application in use

c) In use pause state (if applicable)

3. Send an MMS to the device

4. Observe the application behaviour

Expected Result

-When the incoming communication enters

the device the application must at least

respect one of the following:
a) Go into pause state, after
the user exits the
communication, the
application presents the user
with a continue option or is
continued automatically from
the point it was suspended at
b) Give a visual or audible
notification

-The application must not crash or hung.

Notes

-The developer is encouraged to use the
available APIs the pause and continue

methods.
--S60 devices may close the Java

application if there is not enough RAM.

Exceptions
-Not required for applications where the

immediate user intervention is not needed
(for example timer application)
-Panasonic X400, X60

-Siemens devices

-Sagem devices

PASS [ ]

FAIL[ ]

PASSED WITH EXCEPTION[ |
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FN5

Full Description

External incoming communication — Bluetooth

The application can handle incoming communications

Steps to conduct the test

Expected Result

1. Start the application -When the incoming communication enters
2. In the following locations of the the device the application must at least
application: respect one of the following:
a) Main menu a) Go into pause state, after
b) Application in use the user exits the
c) In use pause state (if applicable) communication, the
3. Send a file using Bluetooth (if applicable) application presents the user
to the device with a continue option or is
4. Observe the application behaviour continued automatically from
the point it was suspended at
b) Give a visual or audible
notification
-The application must not crash or hung.
Notes Exceptions

-The developer is encouraged to use the
available APIs the pause and continue
methods.

-S60 devices may close the Java application
if there is not enough RAM.

-Not required for applications where the
immediate user intervention is not needed
(for example timer application)
-Applications cannot use Bluetooth with
Sharp devices.

FAIL[ ]

PASS [ |

PASSED WITH EXCEPTION[ ]
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FN6 External incoming communication — infrared

Full Description

The application can handle incoming communications

Steps to conduct the test

1. Start the application

2. In the following locations of the
application:
a) Main menu
b) Application in use

c) In use pause state (if applicable)
3. Send a file using Infrared (if applicable)

to the device

4. Observe the application behaviour

Expected Result

-When the incoming communication enters

the device the application must at least

respect one of the following:
a) Go into pause state, after
the user exits the
communication, the
application presents the user
with a continue option or is
continued automatically from
the point it was suspended at
b) Give a visual or audible
notification

-The application must not crash or hung.

Notes

-The developer is encouraged to use the
available APIs the pause and continue

methods.

-S60 devices may close the Java application

if there is not enough RAM.

Exceptions
-Not required for applications where the

immediate user intervention is not needed
(for example timer application)
-Panasonic X60 & X400, give no visual or
audible notification.

-Applications cannot use IrDA with
Samsung E310, E700, E710, E810, X600
and Sharp devices.

PASS [ |

FAIL[ ]

PASSED WITH EXCEPTION[ |
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FN7 External incoming interruption — charging

Full Description

The application can handle incoming charging interruptions.

Steps to conduct the test

1. Start the application

2. In the following locations of the
application:

a) Main menu

b) Application in use

c) In use pause state (if applicable)
Start charging the device

. Observe the application behaviour

A w

Expected Result

-The device is charging
-The application does not display an error
or crash

tes
-The developer is encouraged to use the
available APIs the pause and continue
methods.

-It is acceptable behaviour from the

application to pause and ask user input or to

continue with out pausing

Exceptions

PASS [ |

FAIL] ]

PASSED WITH EXCEPTION|[ |
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FN8 Pause

Full Description

The application must support a pause feature in areas of the application where immediate
user interaction is needed (for example in game).

The pause feature must support an option to resume the application, and an option to go
back to the main menu of the application.

Steps to conduct the test Expected Result
1. Start the application -The user can pause the application and
2. Use the application and its features the pause feature must support an option
3. Check that the user can pause the to resume

application at any time if so desired -All features of the application are disabled
4. Check that the application can also be at the time of the pause

"unpaused” -There is a clear indication that the

application is at pause state
-There is a clear indication how the user
can get out from the pause state

Notes Exceptions
-The developer is encouraged to use the -Not required for applications where the
available APIs for pause and continue immediate user intervention is not needed
methods. (for example timer application)

PASS [ ] FAIL[ | PASSED WITH EXCEPTION[ |
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FN9
Full Description

Sound settings

If applicable, there must be easy usable settings available to the user to set the sound

effects of the application.

Steps to conduct the test

1. Start the application

2. Go to the sound settings of the
application

3. Disable / enable the sound feature

4. Make sure that the application respects
the sound setup settings immediately
(when the sounds are off, the application

does not make a sound)

5. Change settings from the original and
exit the application. Start the application
again and see if the new settings are still

there.

Expected Result

-There are settings to set the sound on or
off for the application

-The application saves the settings on exit.

Notes

Exceptions

PASS [ ]

FAIL[ ]

PASSED WITH EXCEPTION[ |
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FN10

Full Description

Vibra settings

If applicable, there must be easy usable settings available to the user to set the vibra
effects of the application.

Steps to conduct the test

1.
2. Go to the vibra settings of the application
3.

4. Make sure that the application respects

Start the application
Disable / enable the vibra feature

the vibra setup settings immediately
(when the vibra option is off, the
application does not cause any vibration)
Change settings from the original and
exit the application. Start the application
again and see if the new settings are still
there.

Expected Result

-There are settings to set the vibra on or
off for the application

-The application saves the settings on exit.

Notes

Exceptions

PASS [ |

FAIL] ]

PASSED WITH EXCEPTION|[ |
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FN11
Full Description

Main menu requirements

The main functionalities of Exit, Help and About are easily available through the main

menu

Steps to conduct the test

1. Start the application

2. Open the main menu

3. Check that Exit, Help and About are
available

4. Check that Help displays the help
information

5. Check that the help includes: aims of the
application, use of keys (for example for
games) and the descriptions of the
application features.

6. Check that Exit menu item exits the
application

7. Check the information on the About and
compare it to the JAD and JAR's
manifest file information

Expected Result
-The main menu includes Exit, About and
Help
-Exit, About and Help both work as
expected, without any error messages
-About must include:

a) Developer name

b) Application name

c) The exact version number of the

application

-It's consistent with the information found
in the JAD file and JAR's manifest as
follows:
a) Developer name: MIDlet-Vendor
b) Application name: MIDlet-Name
c) The version number: MIDlet-Version

Notes

Exceptions
-The About can be included in to the Help

menu

FAIL[ ]

PASS [ |

PASSED WITH EXCEPTION[ ]
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FN12
Full Description

Application response ‘

The application should never leave the user in a position where the state of the
application is unknown or appears to be unresponsive (i.e. may have locked up).

Steps to conduct the test

1. Start the application

2. Use the application

3. Observe the following parts of the
application:
a) Splash/Title/Logo/Loading screen
b) Main menu and it's sub-menu

screens

c) Application usage
d) Pause function of the application

Expected Result

-The application notifies the user when the
user needs to wait for something longer
than 5 seconds

- If the maximum wait time cannot be met,
the application must show a visual
indication to the user that something is
happening. This must be displayed within
1 second from the start of the action.

Notes
-This does not include application start up
for which AL2 is required.

Exceptions

PASS [ |

FAIL] ]

PASSED WITH EXCEPTION|[ |
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FN13 The speed of application in use

Full Description

The application works in the device it was targeted for. It is usable on the device. -The
speed of the application is acceptable to the purpose of the application and must not alter
the user experience by being uncontrollable.

Steps to conduct the test Expected Result

1. Use the application -The application is usable on the device

2. Observe how fast the application is to -The speed of the application is good
use and if it is, too slow or too fast in it's | enough for the application usage, i.e. the
operation application frame rate must remain

3. If the application behaviour is adequate and must not compromise the
incontrollable due to it's speed please application usage and therefore prevent
report such findings the user to progress normally

Notes Exceptions

-The developer / publisher is expected to -
test the entire application. For example play
through the entire game. The test house will
only conduct representative sample test of
the application in different areas if possible,
for a 15 minutes period only.

PASS [ | FAIL[ | PASSED WITH EXCEPTION[ |

FN13 - TEST GUIDANCE

1)Goal of the criteria:

This criteria ensure that the application in use must work at an acceptable speed on the
device for the end user. The user must be able to progress in the application. If he can't
progress within the application due to it's speed, then this criteria will fail certification

2)Why this criteria - background.

It has been designed to answer some issues created by the porting system often used
by content developers. As an example, if an application is ported from the master device
to a secondary device, the application created for the secondary device following porting
must not suffer from a lack of speed or an inappropriate acceleration when in use. The
end user must have the same experience whether he uses the application on a master
device or a secondary device.

3) How to test it. Tangible.

Each test house must concentrate the test on a specific tangible which is the control. In
order to limit irrelevant bugs of “I feel like this is too slow/too quick” type. Every test must
be defined in terms of user being in control of the application and therefore limit random
testing fail.

At the test houses each tester must report when:
e The application is too slow
e The user can not control it in a timely manner due to a slow performance.
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e The application does not allow the user to perform an action or to achieve a goal
in the application as a result of slow speed and therefore prevent normal
progression of the user.

Example: if in a main menu, the user can not choose an option as a result of a slow
progression of the menu speed it goes against FN13 and therefore prevent control from
user.

e The application is too quick
e The user can not control the application to achieve the goal due to an irrelevant
high speed which prevents control.

Example: if within a game such as a car race like application, the user can not control
the direction of his car because the default car speed is that quick, that it becomes
difficult to finish the first lap of the track and qualify for the second race. Then clearly the
application speed is too high, and prevents the user to finish the goal of the game.

4) Proofreading of FN13
The criteria requires really strict proofreading methods at each test house for the FN13
specific criteria to ensure validity of the issue, we therefore ask the following:

e When a FN13 check fails is reported by one tester, the issue should be looked at
by a second tester with an agree/disagree assessment.

e The issue is then assessed by a “test coordinator” type person and if the criteria
still receive a fail status assessment, a recommendation of fail should be sent by
the test coordinator to a “test supervisor”.

e The test house supervisor will assess the issue and grant authorisation to fail the
FN13 or not.

Only then the issue can be included in the report as failed.

This process should be clearly stated in the bug report with names of the 2 testers/test
coordinator/test supervisor.

5) Highlight

Finally to resume the FN13 criteria, this requirement should make sure that the end user
can use the application in a normal manner. It has not been designed for the sake of
reporting an issue; it has been designed to prevent developer to deliver inappropriate
application on some devices that will go against the user experience.
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FN14
Full Description

Data deletion

The application must indicate whether data will be permanently deleted or offer easy

reversal of the deletion.

Steps to conduct the test

1. Start the application

2. Use the function which deletes
something on the application

3. Check if there is a reversal (undo)
available for the user or that the user is
notified before deletion is permanent

Expected Result

-Before the data deletion, the application
notified the user or the application has an
“undo” feature.

-If “undo” is present it works as expected.

Notes

Exceptions

PASS [ |

FAIL[ ]

PASSED WITH EXCEPTION[ ]
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FN15 Unexpected user behaviour

Full Description
The application must be able to handle unexpected user behaviour, for example
erroneous actions and multiple key presses.

Steps to conduct the test Expected Result
1. Start the application -The application does not crash or freeze,
2. Press 2-5 different handset buttons but functions as expected.

simultaneously when:

a) The application is loading

b) On the main menu

c) The application is in use

d) The application is in pause state

Notes Exceptions
-If you press the handset override button -

(‘'end' key, red key, etc. depending on the
manufacturer) the application will exit and
that is not the purpose of this test

-Please note that the Menu key in Series 60
devices will take the application to
background

-Some applications may not have pause

PASS [ | FAIL[ | PASSED WITH EXCEPTION|[ |
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FN16
Full Description

External incoming communication — video call

The application can handle incoming communications

Steps to conduct the test

1. Start the application

2. Make a video call to the terminal,
while the application state is:
a) in the main menu
b) inuse
¢) paused (if applicable)

3. Observe the application behaviour.

Expected Result

- Interruption by an incoming video call
causes the application to enter the paused
state. After the video call ends, the
application either continues from the point
where it was interrupted or present the
user an option to continue.

Notes

- Application developer should use
relevant APIs to pause and resume the
application

- On S60 terminals, the system may close

the application, if there is not enough
memory available to handle the
incoming video call. If this happens, an
observation should be recorded.

Exceptions
- not required for applications where the

immediate user interaction is not
needed (e.g. timer application)

- not required if the target terminal
doesn’t support video calling.

- not required if video calling is
unsupported in the available networks.

PASS [ ]

FAIL []

PASSED WITH EXCEPTION [
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FN17 |

System Shutdown \

Full Description

Application must correctly handle situations where it is closed due to system shutdown

(terminal switched off).

Steps to conduct the test

1. Launch the application.

2. Use application features for some
time (about one minute), performing
tasks typical for the application

3. While the application is still running,
switch off the terminal using the
normal procedure (e.g. by pressing
On/Off button or similar)

4. Switch the terminal back ON

5. Start the application

6. Observe the application behaviour.

Expected result

- Application behaviour after the restart is
similar to application’s behaviour in a
situation where the application was closed
using the command in application’s internal
menu and then restarted.

Notes

- Test should be conducted using the
application’s main activity screen or the
screen with the most interactive functions.

Exceptions
- Not required if there is no standard way

to switch off the terminal while the
application is running.

PASS [ FAIL [

PASSED WITH EXCEPTION [
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FN18 |

External Interruption — Alarm Clock \

Full Description

The application must allow the user to get alarm clock notification (audible or visual).

Steps to conduct the test

1. Set up the alarm clock to make an alarm

that will happen while the application is

running.

Start the application.

In the application in use state, wait for

the time for which the alarm clock was

set up.

4. Observe the application behaviour.

5. Verify that the alarm clock notification
can be heard or seen.

wn

Expected result

- When the alarm clock starts ringing,
the application must at least respect
one of the following:

a) Go into pause state, after the
user finishes interaction with
the alarm clock, the
application presents the user
with a continue option or is
continued automatically from
the point it was suspended at

b) Give visual or audible
notification.

- The application must not crash or
hang

Notes

Application should not run while the alarm
clock is being set up.

Application developer should use relevant
APIs to pause and resume the application.
If the device supports background
operation, the test should be repeated with
the application running in background.

On S60 terminals, the system may close
the application, if there is not enough
memory available to handle the alarm clock
notification. If this happens an observation
should be recorded.

On S40 terminals, when the user presses
soft key in order to stop the alarm, the
softkey also interacts with the application.

Exceptions

PASS [ FAIL [

PASSED WITH EXCEPTION [
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FN19 | Influence on Terminal System Features \

Full Description

Application must correctly handle situations where following user input, or some external
event (e.g. a phone call), it is switched to the background by the terminal. Upon restart the
application must resume its execution correctly. While in the background the application
must not emit any audio and all handset functions should remain intact.

While being in the background, the application must either not affect the use of the system
features or other applications or, if the application does so, such behaviour must be
described in the help file.

Steps to conduct the test Expected result
1. Start the application - Terminal’'s system features and applications
2. Familiarize yourself with the help can be used normally.
file - After the application is brought back to
3. Switch application to foreground, it continues to operate normally.

background (this is done in

terminal-specific way) while the

application is running and in

each of the following locations

within the application:

- During initial loading of the
application

- Main Menu

- In the process of normal
application usage

- In the process of loading
data from the network (where
applicable)

- In pause state (where
applicable)

4. Try using system features and
applications of the terminal
using a random selection from
the following:

- Browser
- Phone Call
- Ring Tone
- Camera

5. Verify that terminal’s system
features and applications can
still be used normally, and
where this is not the case, the
application’s help file describes
the situation adequately to the
user. Verify also that the
application does not emit any
audio

6. Switch the application back to
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the foreground

7. Verify that the application

operates normally by performing
these tests in parallel for a total
test time of 5 minutes.

Notes

When performing the test above
the application either needs to be
switched to
background/foreground. The actual
method used depends on the
functionality of the target terminal
(e.g., this can be done by pressing
the RED KEY or by closing and
opening a clam shell terminal).
S60 devices may close the Java
application if there is not enough
RAM. If this happens, an
observation should be recorded.
The application goes into
background in the S60 3rd edition
devices by pressing the menu
button. Pressing the red key will
close the application.

If application execution makes
some system features unavailable
or affects them otherwise in a
noticeable manner, and application
help file doesn’t describe such
situations, the application must fail
this test.

The test house will document in the
test report all cases where system
features were affected by the
application, regardless of whether
such cases are described in the
help file or not.

Exceptions
- Not required if the target terminal does not

support switching application to the
background/foreground.

- If the application under test by its design is
expected to produce audio output whilst in
background mode (such as an MP3 player,
IM client etc) then this is acceptable so long
as the audio is paused during external
events as described in FN2, FN3, FN4, FN5,
FN6, FN7, FN16 and is able to resume
audio correctly.

PASS [ FAIL [ PASSED WITH EXCEPTION [
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4.7  Connectivity

Cco1 ‘
Full Description

Network connectivity not allowed

When the application uses network capabilities, it must be able to handle situations

where the network connection is not allowed.

Steps to conduct the test

1. Set the network connectivity from the
device settings to "Not allowed" or
disable the Internet profile

Start the application

Start the network access from the
application

4. Observe the result

wnN

Expected Result

-When establishing the connection, the
application can handle situations where
network connectivity is not allowed and tell
the user that the connection was not
allowed

Notes Exceptions
PASS [ | FAIL[ | PASSED WITH EXCEPTION|[ |
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CO2 Network delays and the loss of connection

Full Description
When the application uses network capabilities, it must be able to handle network delays
and any loss of connection.

Steps to conduct the test Expected Result

1. Start the application -The application will work until time out

2. Start the network access from the and then give an error message to the
application user indicating there was an error with the

3. Put the phone in a place where there is connection
Nno connection any more or use an
access point where there is no
connection to the required server

4. Observe the result

Notes Exceptions

PASS [ ] FAIL[ | PASSED WITH EXCEPTION[ |
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CO3

Full Description

Closing the network connection — IP connections

When the application uses network capabilities, it must be able to use the connection
correctly and correctly close it after using it.

Steps to conduct the test

1.
2.

3.

5.

Start the application

Start the network access from the
application

Use the application to see that it
communicates correctly

Close the connection by:

a) Close the activity from the application
b) Exit the application

Observe the result

Expected Result

-The application is able to communicate
correctly over the established connection
-The application must close the connection
after using it

-The application must close the connection
when exiting

Notes

- In some cases it may take some time from
the device to actually close the connection.

This time should be considered to be up to

1min only.

Exceptions
-Applications which constantly require a

network connection, such as browsers

PASS [ ] FAIL[ ]

PASSED WITH EXCEPTION[ |
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CO4
Full Description

Messaging ‘

When the application uses the messaging capability of the device (e.g. SMS, MMS), it
must be able to send messages correctly.

Steps to conduct the test
1. Start the application

Expected Result
-The messages are sent and received

2. Use the feature from the application to correctly

send messages.
3. Observe the result

Notes

Exceptions
-Panasonic X400, X60

PASS [ ]

FAIL[ | PASSED WITH EXCEPTION[ |
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CO5 Messaging errors ‘

Full Description

When the application uses the messaging capability of the device (e.g. SMS, MMS), it
must be able to take into account error situations, such as device settings and display
informative error messages.

Steps to conduct the test Expected Result

1. Go to the device settings and set -The application must be able to handle
Messaging to "Not allowed" and/or the erroneous situation and display an
disable the SMS profile and/or MMS informational error message to the user
profile

2. Start the application

3. Try to send a message from the
application

4. Observe the outcome

Notes Exceptions
The tester should observe the behaviour of -Panasonic X400, X60

the application throughout the testing.

PASS [ ] FAIL[ | PASSED WITH EXCEPTION[ |
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CO6
Full Description

Bluetooth connections

When the application uses Bluetooth connections, it must be able to communicate
correctly over Bluetooth and close the connection when exiting.

Steps to conduct the test

1. Start the application

2. Start the Bluetooth feature of the
application

3. Observe the behaviour

4. Stop using the Bluetooth feature

6. Close the connection by:
a) Close the activity from the application
b) Exit the application

Expected Result

-The application starts the Bluetooth
connection

-The Bluetooth connection works as
expected

-The Bluetooth connection was closed
when the application exited.

Notes

Exceptions
-Some applications use the connection

continuously, for example a map
application using Bluetooth connection to
a GPS; for these applications the
verification of the Bluetooth connection
being closed can be omitted

PASS [ |

FAIL[ ]

PASSED WITH EXCEPTION[ ]
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CoO7
Full Description

Bluetooth errors

When the application uses Bluetooth connections, it must be able to handle Bluetooth

connection errors.

Steps to conduct the test
1. Start the application
2. Start the Bluetooth connection

3. Take the other device out of connection

reach
4. Observe the results

Expected Result

-The application must be able to produce
understandable error messages and
resume without crashing

-The application must clearly state that the
connection to the other party is lost in the
error message

Notes

Exceptions

PASS [ |

FAIL[ ]

PASSED WITH EXCEPTION[ ]
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CO8

Full Description

Push registration

Applications using Push Registry must be able to handle this correctly and must be able

to Register Push Events (Auto launch events).

Steps to conduct the test

Expected Result

1. Install the application with static Push - The application will install with no errors.
Registry Events specified in the "Java - The Push Registry Event is registered
Application Descriptor"/Manifest. with no errors or exceptions and the user

2. With the application running dynamically | is prompted with a permissions menu as
register a Push Registry Event Alarm, appropriate (see notes).

SMS, Socket, SIP, Datagram, Auto-start, | - The Application gracefully handles
etc). situations where the user denies
permission for registration.

Notes Exceptions

All push registry features used by an
application should be entered in the
connections section in the Application
Characteristics.

Ensure that the correct permissions
menu is offered to the user depending
on the permission declarations as laid
out in JSR118.

PASS [ ] FAIL[ ]

PASSED WITH EXCEPTION[ |
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CO9

Full Description

Push activation

The application must be able to start via the Push Registry on a receipt of a Registered

event

Steps to conduct the test

1. Ensure that the device has power on

2. Ensure the application is not running

3. Initiate a Registered Event for the
application using the method supported
by the application (Date/Time, SMS,

Socket, Datagram, etc.)

Expected Result

-The application starts at the correct date
and time specified by the alarm
registration, or on the receipt of the
connection event

-The user may be prompted based on the
settings of the application

Notes

Exceptions

PASS [ |

FAIL[ ]

PASSED WITH EXCEPTION[ ]
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CO10
Full Description

IrDA connections

When the application uses IrDA connections, it must be able to communicate correctly
over IrDA and close the connection when exiting.

Steps to conduct the test
1. Start the application

. Use the IrDA feature of the application

2
3. Observe the behaviour
4. Close the IrDA connection by:

a) Close the activity from the application

b) Exit the application

Expected Result

-The application starts the IrDA connection
-The IrDA connection works as expected
-The IrDA connection was closed when
the application exited.

Notes Exceptions
PASS [ | FAIL[ | PASSED WITH EXCEPTION|[ |
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CO11

Full Description

IrDA errors

When the application uses IrDA connections, it must be able to handle IrDA connection

errors.

Steps to conduct the test

1. Start the application

2. Start the IrDA connection

3. Take the other device out of connection

reach

4. Observe the results

Expected Result

-The application must be able to produce
understandable error messages and
resume without crashing

-The application must clearly state that the
connection to the other party is lost in the
error message

Notes

Exceptions

PASS [ |

FAIL[ ]

PASSED WITH EXCEPTION[ ]
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COo12 | Contactless Communication \

Test Description

When the application uses Contactless Communication (JSR-257), it must be able to

communicate correctly.

Steps to conduct the test.

1. Start the application

2. Start the contactless communication
feature of the application

3. Observe the behaviour

Expected Result

-The application starts the connection
-The connection works as expected

-The application gives a clear notification
to the user about the success or failure of
the activity using contactless
communication.

Notes

- Developer to provide any external
resources required to test the application,
e.g. RFID / NFC / printed code, or other
hardware / software.

Exceptions
The application gives a clear notification to

the user about the success or failure of the
activity using contactless communication

PASS [ ] FAIL []

PASSED WITH EXCEPTION []
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C0O13 |
Test Description

Contactless Communication errors \

When the application uses Contactless Communication (JSR-257), it must be able to

handle communication errors correctly.

Steps to conduct the test.

1. Start the application

2. Start the contactless communication
feature of the application

3. Use the communication so that the
application does not receive feedback from
the contactless communication device

-For example with Near Field
Communication (NFC) do not allow enough
time for the device to read the NFC tag.

4. Observe the behaviour

Expected Result

-The application must be able to produce
understandable error messages and
resume without crashing

-The application must clearly state that
there is an error in the connection.

Notes

- Developer to provide any external
resources required to test the application,
e.g. RFID / NFC / printed code, or other
hardware / software.

Exceptions
The required error messages may also be

produced by the device which is being
contacted.

PASS []

FAIL [ ]

PASSED WITH EXCEPTION [_]
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4.8 Personal Information Management

P11 ‘ Accessing personal information ‘

Full Description
The application must be able to handle the cases where the connection to the PIM
applications is not allowed.

Steps to conduct the test Expected Result
1. Go to the device settings and set the -The application will show an informative
read / write user data to "Not allowed" error message to the user for both reading
2. Start the application and writing user data
3. Use the application to read user data -The error message must state that the
4. Observe the result read or write operation was not possible
5. Use the application to write user data
6. Observe the result
Notes Exceptions
PASS [ | FAIL[ | PASSED WITH EXCEPTION|[ |
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P12

Full Description

Using personal information

The application must be able to connect to the PIM applications correctly and not destroy
any content without the explicit permission of the user.

Steps to conduct the test

1. Insert user’s personal data in the device
(for example calendar, contact, to-do,
images, text files, documents, etc.)

wn

Start the application
Use the user data read and write

features of the application for 15min.
4. Observe the results

Expected Result

-The application does not destroy data
without the explicit agreement of the user
-The application reads and writes data
correctly

Notes Exceptions
PASS [ | FAIL[ | PASSED WITH EXCEPTION|[ |
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4.9  Security

SE1 ‘
Full Description

Application Declaration

Check the application declarations in the “Application Characteristics”

Steps to conduct the test

1. Check the declaration statement on

"Application Characteristics".

Expected Result

Encryption —

It has been declared that the application
uses encryption when communicating
sensitive data

Security prompts -

It has been declared that the application
does not override system or virtual
machine security prompts and notifications
nor trick the user by displaying misleading
information just before a security prompt is
shown to the user. Also, during the other
tests performed to this application during
testing the tester has not seen clear
indications that any security prompts and
notifications have been overridden.

Security warnings —

It has been declared that the application
does not simulate security warnings to
mislead the user.

Key presses —

It has been declared that the application
does not simulate key presses to mislead
the user

Running environment —

It has been declared that the application
runs in the sandbox environment and does
not exploit any malicious ways of exiting
the sandbox.

Notes

Exceptions

PASS [ ]

FAIL[ ]

PASSED WITH EXCEPTION[ |
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SE?2
Full Description

Passwords

Passwords or other sensitive data are not stored in the device and the passwords are not

echoed when inputted to the application.

Steps to conduct the test

1. Start the application

2. Go to the section where passwords or
other sensitive data (such as credit card
details) is inputted

3. Input some sensitive data. Observe how
the data are displayed on the screen

4. Exit the application

5. Start the application

6. Go to the place where sensitive data was

Expected Result

-Entering password will not display the
password in clear text (for multi tap entry a
delay should be allowed)

-Passwords, credit card details, or other
sensitive data is not stored at the fields
where they were previously entered

inserted
7. See if the data is still there
Notes Exceptions

- With passwords the desired approach is
that the application shows which character
the user selected and then changes that to
an asterisk (*)

- If the user is explicitly asked for
permission, a password can be stored to
the device memory.

PASS [ ] FAIL[ ]

PASSED WITH EXCEPTION[ |
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SE3
Test Description

JAD/JAR manifest information accuracy

The JAD file and JAR manifest file MIDlet-Permissions attributes must contain exactly the
same information or the application will not install after it has being signed.

Steps to conduct the test.

1. Open the JAD file

this can be done using a text
editor like Notepad or WordPad
2. Open the JAR manifest file

Open the JAR file using an
archive program like WinZip to
display the contents

Open the Manifest.mf file using
the archive program’s internal
viewer, or a text editor which
respects the line breaks, like
WordPad

Compare the MIDlet-Permission and
MIDlet-Permission-Opt attributes in the
files with each other and with the
Declarations section of the application
document

Expected Result

- The information in the MIDlet-
Permission fields is as declared in
Declarations section of application
documentation

- The MiDlet-Permission fields in both of
the files:

= are the same in both files

= contain exactly the same
information

= are expressed in accordance
with the Java Manifest
specification with regard to
line length, multi-line division
and formatting

Notes Exceptions
A full list of permissions to be used by the
MIDlet under test is made in the declaration
section of this test criteria document
PASS [ FAIL [] PASSED WITH EXCEPTION [
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5 Stub Application Tests

There exists a class of applications that are effectively stubs which have no interactive

functions to test. Examples would be an application which only opens a web page and
has no other functionality, or an application which only downloads an update to another
application, and similarly has no other functionality.

Where an application is as restricted in function as these examples and has no menu or
other provisions for interaction, the following series of simplified tests may be used
instead of the full set specified in Section 3.
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ST1 Application stability

Full Description
The application must not crash or freeze at any time while running on the device.

Steps to conduct the test Expected Result
1. Observe the application behaviour during | - The application must not stop the user
the testing experience unexpectedly without any user
input.
Notes Exceptions

- During any time of the testing observe the
application behaviour

- The report must indicate if the error can be
reproduced or not

PASS [ ] FAIL[ | PASSED WITH EXCEPTION|[ |
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ALl Application Installation

Test Description
The application must install via OTA

Steps to conduct the test Expected Result
1. Open the browser application of the -The application installs to the device
device -The icon for the application can be found

2. Type the URL of the application JAD file | from the device
3. Connect to the typed URL
4. Accept the installation of the application

Notes Exceptions
If errors occur at installation time, If the device does not display the icon,
corresponding messages must be reported | then the user must be able to start the
by the test house in the test report. application using other means.

PASS [ ] FAIL[ | PASSED WITH EXCEPTION[ |
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AL2 Application start up

Test Description
Application must start properly in 25s.

Steps to conduct the test

1. Find the application icon and select it

2. "Press a button" on the device to launch
the application

3. Observe the application launch In the
timeline defined

Expected Result

-The application starts in 25s or less, this
is the time between steps 2 and 4

-No error messages are displayed

-The application appears to function

properly

Notes

If launch time errors occur, corresponding
messages must be reported by the test
house in the test report.

This test does not take into consideration
the different screens displayed between the
"button press" and the display of the main
screen of the application. For example
branded splash screen.

Exceptions

PASS [ | FAIL[ ]

PASSED WITH EXCEPTION[ ]
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LO1 Localisation boot test

Full Description

Text present in the localised version of the application must be translated in the targeted

language.

Steps to conduct the test

1. Launch application in target language

2. Check any text displayed

3. Exit the application

Repeat steps 1, 2 and 3 for each Language
version of the application

Expected Result
-Text is displayed in the target language
only

Notes

-This test is not checking for spelling errors
or bad translation but rather to confirm that
the appropriate language is displayed for
each language version of the application
(i.e. only French translations appear in the
French version of the application).

-Test houses will only check that the
targeted language is appearing from loading
the application to the display of the main
screen.

-An error will be reported if an entire screen
is displayed in a different language than the
targeted one.

Exceptions

PASS [ ] FAIL[ ]

PASSED WITH EXCEPTION[ ]
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FN2 External incoming communication — voice call

Full Description

The application can handle incoming communications

Steps to conduct the test
1. Start the application

2. Make an incoming call to the device

3. Observe the application behaviour

Expected Result

- When the incoming communication
enters the device the application goes into
pause state, after the user exits the
communication, the application presents
the user with a continue option or is
continued automatically from the point it
was suspended at

Notes
-The developer is encouraged to use

the

available APIs the pause and continue

methods.

-S60 devices may close the Java application

if there is not enough RAM.

Exceptions
-Not required for applications where the

immediate user intervention is not needed
(for example timer application)

PASS [ ]

FAIL[ ]

PASSED WITH EXCEPTION[ |
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FN3 External incoming communication — SMS

Full Description
The application can handle incoming communications

Steps to conduct the test Expected Result

1. Start the application -When the incoming communication enters
2. Send a SMS to the device the device the application must at least

3. Observe the application behaviour respect one of the following:

a) Go into pause state, after
the user exits the
communication, the
application presents the user
with a continue option or is
continued automatically from
the point it was suspended at
b) Give a visual or audible

notification
-The application must not crash or hang.
Notes Exceptions
-The developer is encouraged to use the -Not required for applications where
available APIs the pause and continue immediate user intervention is not needed
methods. (for example timer application)

-S60 devices may close the Java application | -Panasonic X400, X60
if there is not enough RAM.

PASS [ | FAIL[ | PASSED WITH EXCEPTION[ |
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FN7 External incoming interruption — charging

Full Description

The application can handle incoming charging interruptions.

Steps to conduct the test

1. Start the application

2. Start charging the device

3. Observe the application behaviour

Expected Result

-The device is charging

-The application does not display an error
or crash

Notes

-The developer is encouraged to use the
available APIs the pause and continue
methods.

-It is acceptable behaviour from the
application to pause and ask user input or to
continue without pausing

Exceptions

PASS [ | FAIL[ ]

PASSED WITH EXCEPTION[ |
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SE3
Test Description

JAD/JAR manifest information accuracy

The JAD file and JAR manifest file MIDlet-Permissions attributes must contain exactly the
same information or the application will not install after it has being signed.

Steps to conduct the test.

1. Open the JAD file

this can be done using a text
editor like Notepad or WordPad
2. Open the JAR manifest file

Open the JAR file using an
archive program like WinZip to
display the contents

Open the Manifest.mf file using
the archive program’s internal
viewer, or a text editor which
respects the line breaks, like
WordPad

Compare the MIDlet-Permission and
MIDlet-Permission-Opt attributes in the
files with each other and with the
Declarations section of the application
document

Expected Result

- The information in the MIDlet-
Permission fields is as declared in
Declarations section of application
documentation

- The MIDlet-Permission fields in both of
the files:

= are the same in both files
= contain exactly the same
information

Notes

A full list of permissions to be used by the
MIDlet under test is made in the declaration
section of this test criteria document

Exceptions

PASS [] FAIL []

PASSED WITH EXCEPTION [ ]
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6 Retesting

An application that has failed a test round can be submitted for retesting. During
retesting only the previous failures are tested. An application can also be submitted for
retesting if only MANIFEST file changes are done.
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6.1 Retesting an Application When It Has
Failed the Previous Test Round

Assumption: The application has been tested once but did not pass testing on the first
testing round. The tests executed on the next test round are the failed tests executed on
the first round and the tests listed here: RE1 and RE2.

RE1 Errors from the previous test round

Full Description
The errors in the previous test round are fixed

Steps to conduct the test Expected Result
1. Start the application The errors from the previous test round
2. Use the test report from the previous test | were fixed
round to view which errors the application
had

Notes Exceptions

PASS [ | FAIL[ | PASSED WITH EXCEPTION[ |
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RE2

Full Description

Retest pre requisite R

Application identification must not be the same as the one provided during the previous
test round.

Steps to conduct the test

Expected Result

1. Start the application The application identification has changed
2. Open the main menu since the previous version. For example
3. Check that About is available the version number is greater.
4. About should include: vendor name,

application name, the exact version

number of the application and it should be

consistent with the information found in

the JAD file and JAR's manifest
Notes Exceptions

PASS [ | FAIL[ ]

PASSED WITH EXCEPTION[ |
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6.2 Retesting An Application With

Manifest File Changes

Assumption: An application has been tested against the criteria and it has passed
successfully. The new version of the application is the same application, which only has
the information in the application's manifest changed. There is no new added

functionality.

RE2 Retest pre requisite R

Full Description

Application identification must not be the same as the one provided during the previous

test round.

Steps to conduct the test

1. Start the application

2. Open the main menu

3. Check that About is available

4. About should include: vendor name,
Application name, the exact version
number of the application and it's
consistent with the information found in
the JAD file and JAR's manifest

Expected Result

-The application identification has changed
since the previous version. For example
the version number is greater.

Notes

Exceptions

PASS FAIL

PASSED WITH EXCEPTION
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RE3
Full Description

Sanity Check R

Check that the changes to the application are really what the developer claims

Steps to conduct the test

1. Open the JAR of the accepted application

2. Open the JAR of the application in testing

3. Compare the JAR content

4. Check what has changed in the manifest
file

Expected Result

-The changes are what the developer
claims, the dates, file sizes and path is the
same as in the original file.

Notes

Exceptions

PASS [ ] FAIL[ ]

PASSED WITH EXCEPTION[ |
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ALl Application installation

Test Description
The application must install via OTA

Steps to conduct the test

Expected Result

1. Open the browser application of the -The application installs to the device

device

-The icon for the application can be found

2. Type the URL of the application JAD file | from the device

3. Connect to the typed URL

4. Accept the installation of the application

Notes
If errors occur at installation time,

Exceptions
If the device does not display the icon,

corresponding messages must be reported | then the user must be able to start the

by the test house in the test report.

application using other means.

PASS [ |

FAIL[ | PASSED WITH EXCEPTION[ |

Unified Testing Criteria

Version 3.0 Page 84 of 89




AL2 Application start up

Test Description
Application must start properly in 25s.

Steps to conduct the test Expected Result
1. Find the application icon and select it -The application starts in 25s or less, this
2. "Press a button" at the device to launch is the time between steps 2 and 4
the application -No error messages are displayed
3. Examine the application launch -The application appears to function
4. The application should now display a properly

main menu or similar status where the
use of the application can be started
5. Use some of the application features

Notes Exceptions
If launch time errors occur, corresponding

messages must be reported by the test
house in the test report.

This test does not take into consideration
the different screens displayed between the
"button press" and the start of the
application it self.

PASS [ | FAIL[ | PASSED WITH EXCEPTION[ |
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Test LOL: Changed references to “game” to read
“application”.

- Section 3.6

Test FN16: Added requirement to record an
observation if application is closed because of lack of
available memory.

Test FN17: Test to be restricted to app’s main
activity screen.

Test FN18: Test to be repeated for background
operation when this is supported by the device.
Added requirement to record an observation if
application is closed because of lack of available
memory. Added requirement that application should
not run while test is being set up. Wording change to
improve clarity of test setup. Test to be run in
application in use state only. Added note regarding
softkey interaction on S40 terminals.

Cont’d over page

Unified Testing Criteria

Version 3.0 Page 87 of 89



Test FN19: Added requirement to record an
observation if application is closed because of lack of
available memory. Test to be restricted to random
choice of apps from Browser / Phone Call / Ring
Tone / Camera. Tests to be done in parallel so that
5 minute limit represents total test time. Removed
allowance for application changing normal use of
terminal system features if documented in Help file —
this should be covered by a Waiver request.

- Section 3.8
Test CO8: Amended to include functions of Test
CO14.
Tests CO12 & CO13: Added note that developer
provide external data / software / hardware
resources required to test, as implementations of this
functionality are likely to be highly proprietary during
the life of this version of the UTC.
Test CO14: Test deleted as test functions have been
merged with Test COS8.

- Section 3.9
Test SE7: Procedure added for opening JAD and
Manifest files. Specification of attributes changed to
make it clearer that the Test only refers to MIDlet-
Permissions attributes, not all attributes.

- Section 4
Section 4 et seq: increment section numbers to make
room for new Section 4: Stub Application Tests, so
Retesting now becomes Section 5.
The following tests were added to the new section:
ST1 Application Stability
AL1 Application Installation
AL2 Application Start Up
LO1 Localisation Boot Test
FN2 External Incoming Communication — voice call
FN3 External Incoming Communication — SMS
FN7 External Incoming Interruption — Charging
SE7 JAD / JAR Manifest Information Accuracy
These are imported from the main section of tests
but with all reference to menus and interaction
removed.
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UPDATE

V2.2 December 2007  All - Section 3.6

UPDATE Test FN16: Added exception where available networks
do not support video calling used for this test.

V3.0 January 2009 All - Section 2.x

New testing options added.

- Section 4.9 Security.
Merged SE1, SE3-SE6 into SE1
SE7 is now SE3

- SECTION 6.x

Retesting is now only for applications that has
previously failed and previous test round or applications
which changes only in the Manifest file.

Removed: 6.2 Retesting a Tested Application for
Alternative Device
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